In this paper, we investigate the secrecy performance of a Cooperative Cognitive Radio Network (CCRN) in the presence of an eavesdropper (EAV). The secondary users (SUs) are subject to three constraints which include peak transmit power level and interference limitation with respect to the primary user (PU) as well as secrecy outage constraints due to the EAV. Secrecy outage is achieved when the EAV cannot decode the targeted signal, but communications in the secondary network is still possible (non-zero capacity exists). Approximation expressions of the secrecy outage probability and the probability of non-zero secrecy capacity are derived to evaluate the secrecy performance. Monte Carlo simulations are provided to examine the accuracy of the derived approximation expressions. Based on this, power allocation policies for the SUs are derived, satisfying all the constraints while maximizing the secrecy performance as well as the quality of service performance of the secondary network. It can be concluded that with knowledge of the channel state information (CSI) of the EAV it is possible to calculate the optimal value for the secrecy outage threshold of the secondary user (SU) which in turn allows maximizing the secrecy performance. Most interestingly, our numerical results illustrate that the secrecy performance of the system is much improved when the parameters obtained using the CSI of the EAV are calculated optimally. Thence, the system can adjust the power allocation so that no eavesdropping occurs even without reducing quality of service (QoS) performance compared to a network without any EAV.
I. INTRODUCTION
The explosive growth of new wireless communication systems in the recent years has lead to spectrum shortage. Due to the tradition of governmental agencies auctioning off fixed frequency bands to different service providers, the radio frequency bands have been used inefficiently during certain periods of times. To solve the problem of spectrum shortage, cognitive radio networks (CRN) was proposed as a promising solution to exploit temporary unused spectrum, termed spectrum holes [1] . More specifically, all users in CRN are classified into two types, named primary user (PU) and
The associate editor coordinating the review of this manuscript and approving it for publication was Ivan Wang-Hei Ho . secondary user (SU), where the SU utilizes the licensed spectrum belonging to the PU as long as it does not cause harmful interference. To this end, two major spectrum access approaches, termed opportunistic spectrum access and spectrum underlay, have been proposed. In opportunistic spectrum access, the SU takes advantage of spectrum sensing to identify the spectrum holes and use them for their own communication. The disadvantage is that any missed detection made by the SU may cause serious interference to the PU. In spectrum underlay access, the SU is permitted to access the licensed frequency band of the PU simultaneously provided that the interference from the PU to the SU should be kept below a given threshold, e.g. outage constraint, peak interference power or average interference power constraints [2] , [3] . This is to ensure that the performance of the PU is not collapsed. Recently, the spectrum underlay approach has received significant attention from the research community due to its simplified control functions and due to not requiring complex sensing mechanisms [4] . However, the interference constraints of the spectrum underlay approach not only narrow the transmission coverage, but also limits the transmit power of the SU. In order to combat channel impairments such as fading or shadowing, improve quality of service (QoS), and expand the coverage range for the SU transmissions. There are several network technologies that are exploited to solve this problem such as D2D Networks, Mobile Opportunistic Networks [5] , [6] , and cooperative relaying networks [7] - [10] . In particular, the cooperative relaying network is a possible solution to tailored for the cognitive radio network (CRN). With cooperative relaying, the secondary transmitter can transmit its signal to the secondary receiver either through the direct link or via the help of one or more relay nodes. Using proactive decodeand-forward, only the single best relay node is selected for assisting the SU communication [11] .
Due to the broadcast nature of wireless signals, security is one of the most challenging issues encountered in wireless networks. This becomes even more serious in CRN as the spectrum band is shared by a secondary network and even more so when cooperative communications is introduced. This problem was addressed in [12] where the secrecy outage performance of cooperative cognitive radio networks (CCRN) was derived under interference constraints from the PU. Secrecy outage is achieved when an eavesdropper (EAV) cannot decode the targeted signal, but communications between nodes in the secondary network is still possible. The solution in [12] indicates that it requires careful power allocation policies to achieve secrecy outage towards the EAV, while also maintaining the interference constraints set by the PU.
As an extension of the work in [12] , we study here power allocation policies capable of fulling the secrecy outage constraint as well as the PU interference constraints of the CRN. Considering the above constraints and the channel conditions, the major contributions in this paper are summarised as follows:
• Given the interference limitations from the PU and the secrecy constraints from the EAV, power allocation policies for the secondary network are obtained.
• Based on the obtained power allocation policies, we calculate the minimal value required to achieve secrecy outage, which allows to improve the secrecy performance of the secondary network in the system.
• Approximate expressions for the secrecy outage probability and the probability of non-zero secrecy capacity are calculated to analyze the secrecy performance of the considered system.
• Numerical results illustrate that the secrecy performance when using the optimized secure outage threshold is much improved, to the point where the QoS in the secondary network is just as good as if there was no EAV in the network. In addition, the interference links in the considered system model are useful in preventing eavesdropping. The remainder of this paper is structured as follows. In Section II, we briefly describe the related works whereas Section III presents the CCRN system model. In Section IV, the secrecy performance measures are outlined, and in Section IV-B, the transmit power, interference and secrecy constraints are detailed. Next, in Section V, the power allocation policies for the SU and secondary relay (SR) are derived. Further, approximate expressions of the secrecy outage probability and probability of non-zero secrecy capacity are derived. In Section VI, the simulations and numerical results are presented and discussed. Finally, conclusions are given in Section VII.
II. RELATED WORK
Traditional security is based on different cryptographic approaches which are set up at higher layers through authentication. These are often complex algorithms and requires high running cost to generate and manage secret keys. Recently, physical layer security has been proposed as a promising approach to achieving secure communications by exploiting the natural physical characteristics of the wireless channel [13] - [18] . According to [19] , a message can be transmitted confidently from the source to the destination without being decrypted by an eavesdropper if the capacity of the legitimate channel, i.e., the channel between the transmitter and its intended receiver, is higher than the capacity of the channel between the transmitter and the eavesdropper. Accordingly, many investigations are focused in this direction, namely analyzing and improving this channel capacity difference, aiming to improve the overall security performance for future wireless networks.
Taking advantage of multi-antenna techniques to enhance the capacity of the legitimate channel while reducing the capacity of the eavesdropper channel, the use of multiple antennas for enhanced security has also attracted a lot of attention [20] - [27] . More specifically, in [22] - [24] , transmit antenna selections have been used to enhance security for data transmissions. In [25] , transmit antenna selection along with maximal ratio combining techniques have been proposed to reduce the probability of overhearing in the secondary network. Similarly, in [13] , [28] , [29] , the authors have proposed multi-user scheduling mechanisms to improve the security of secondary users. In [17] , the authors used probability theory to calculate the impact the interference has on the secrecy capacity. In [26] , the results show that the transmit power of the SU can be utilized to interfere with the eavesdroppers to enhance the secrecy capacity of the PU. Further, the secrecy capacity of a multiple-input singleout (MISO) channel with and without perfect channel state information (CSI) has been analyzed in [20] , [21] . Subject to the constraints emerging from the primary receiver, outage considerations and the peak transmit power of the SU, the authors in [30] have studied the impact of the interference from the primary transmitter on the security of the secondary network but for point-to-point communication. In [31] , power allocation policies for a MISO CRN were studied, when both the SU and the PU are overheard by eavesdroppers. A convex combination of the power control was proposed to reduce the probability of eavesdropping. Considering the interference mitigation via power control policy, Femtocell Network, a kind of high density cognitive radio networks with interference constraints has been investigated as an efficient and cost-effective approach to improve network capacity and coverage [32] . In [27] , we investigated a single-input multipleoutput (SIMO) CRN which is subject to overhearing of EAV. We derived an optimal power allocation policy for the secondary transmitter, but for point-to-point communication only.
Cooperative communication is known as a virtual multipleinput multiple-output (MIMO) system which can be used to expand the coverage range or improve the reliability of wireless communications. Recently, it has been studied for use also in physical layer security and considered as a promising solution to enhance both the security and the reliability of the communication in CRN [18] , [33] - [40] . Specifically, in [39] , [40] , relay selection strategies have been investigated to enhance the secrecy performance for the CCRNs. In [33] , the trade-off between the security and the reliability of the secondary transmissions in CRNs with multi-relayers in the presence of an eavesdropper was studied. In [41] , the authors employed maximal ratio combining (MRC) techniques both for decode-and-forward (DF) and amplify and forward (AF) for multi-relayers to analyze the secrecy performance.
In [42] , the authors investigated the secrecy outage for DF cooperative CRNs. Also, the intercept outage probability of cognitive AF relaying networks in the presence of eavesdroppers over Rayleigh fading channels is discussed in [36] . Further, the secrecy performance of CCRN has been investigated for both known and unknown CSI. In [43] , the authors have studied secrecy outage probability for DF relay CCRN with outdated CSI, whereas an asymptotic analysis for the outage performance of cooperative diversity systems with the assumption of perfect or imperfect CSI has been investigated in [44] .
In the existing literature, the security problems of the secondary network in CCRN have been addressed. However, very few studies have investigated the existence of the direct link between the secondary users, and it is often ignored for mathematical simplicity. The random nature of wireless communication also means that direct channel signals at the destination are not always weak. The authors in [45] , [46] assume that there exits direct links between the secondary transmitter and the secondary receiver. In [45] , the secondary receiver and the EAV use MRC to combine the direct and the relayed signals. Further, a power back-off scheme is proposed to improve the secrecy performance, and finally a closed-form expression for the secrecy outage probability is derived taking into account the PU interference constraints. In [46] , a multi-relay DF cognitive relay network with channels which experience Rayleigh fading is studied. The probabilities of nonzero secrecy capacity and the secrecy outage probabilities with the accurate and asymptotic expressions are derived to evaluate the secrecy performance. However, the impact of the interference from the PU to the secondary network and the EAV have not been investigated in the above works. To the best of our knowledge, there is no published research on the use of knowledge about the CSI to calculate the optimal value for the power constraints in order to improve the secrecy performance of the system.
III. SYSTEM MODEL
Let us consider a system model of a CCRN in the presence of an eavesdropper as shown in Figure 1 . We assume that the S-Rx) is still within the coverage range of the S-Tx, and therefore, a direct link between S-Tx and S-Rx co-exists with multiple links from S-Tx to N secondary relay (SR). Here, S-Tx can transmit its signal to S-Rx through the direct link or via the help of N DF relay nodes. If the signal over the direct link is week, then the communication takes place via a relay node, using two consecutive time-slots. In the first time slot, S-Tx broadcasts its signal to both S-Rx and all SRs. In the second time-slot, one of the SRs is selected to relay the message to the S-Rx. We use a proactive DF scheme to select the relay node, where only one single relay node is selected for assisting the SU communication [11] .
The channel gain of the communication links from the primary transmitter to the primary receiver (P-Tx→P-Rx), as well as the S-Tx→SR i , the SR i →S-Rx and the S-Tx→S-Rx channel gains are denoted g 1 , h 1i , h 2i , and h 0 , i ∈ {1, . . . , N }, respectively. Furthermore, the channel gains of the interference links (i.e., S-Tx→primary receiver (P-Rx), SR i →P-Rx, primary transmitter (P-Tx)→SR i , P-Tx→S-Rx, and P-Tx→EAV), are denoted α 0 , α i , β i , β 0 and g 0 , for i = 1, . . . , N , respectively. Additionally, the channel gains of the eavesdropping links S-Tx→EAV, SR i →EAV are expressed by f 0 and f i , respectively. All channels are subjected Rayleigh fading and the channel gains are random variables distributed following an exponential distribution. Here, channel mean gains are denoted by
In the first time slot, S-Tx broadcasts its signal to both N SRs and S-Rx. Following Shannon's capacity formula, the capacity of S-Tx→SR i link is expressed as
where γ SR i represents the signal-to-interference-plus-noise ratio (SINR) at SR i and is defined as follows
in which P P , P S are the PU and SU transmit powers, and N 0 is the additive noise power. In the direct link, S-Tx transmits its signal directly to S-Rx without relaying. Thus, the capacity of the S-Tx→S-Rx link is given as
where γ SD is the SINR of the S-Tx→S-Rx link and is formulated as
According to the broadcast nature of the radio signal, the SU'transmission may be overheard by the EAV. Thus, the channel capacity at the EAV when S-Tx transmits is
where γ SE is the SINR of the S-Tx→EAV link given by
Here, we assume that the EAV is only affected by the interference from the PU, i.e., P P g 0 N 0 . In the second time slot, one of the SRs is selected to forward the source signal to S-Rx. Accordingly, we obtain the capacity of the SR i →S-Rx channel as follows
where γ R i D is the SINR of the SR i →S-Rx link and is written as
where, P R is the transmit power of the SR. In this time slot, the transmitted signal of the SR i can be overheard by the EAV, and the channel capacity is
where γ R i E is the SINR of the SR i →EAV link and it is expressed as
This model uses the proactive DF scheme to select the relay node, where the end-to-end capacity of the SU'communication is expressed as
On the other hand, the EAV's overhearing occurs during two time slots, both S-Tx→EAV and SR i →EAV. It can therefore use selection combining (SC) to processing the signal. Accordingly, the achievable capacity at the EAV is obtained as
where i * is index of the selected relay, i.e.,
IV. CONSTRAINTS AND PERFORMANCE METRICS A. SECRECY PERFORMANCE MEASURES
The secrecy capacity (C S ) is defined as the difference between the capacity of the main channel and the capacity of the eavesdropper's channel, a.k.a. the wiretap link [19] . Consequently, the secrecy capacity of SU is expressed as follows
where C E2E and C E are defined in (11) and (12), respectively.
The system fail when the information is not secure and/or reliable. Thus, to assess the security performance of the system, we need to consider the following performance metrics:
• Secrecy outage probability: For a given secrecy target rate R, the secrecy outage probability of a CCRN is defined as the probability that the secrecy capacity is smaller than R, i.e.,
• Probability of non-zero secrecy capacity: According to [19] , the secrecy capacity is zero when the signal-tonoise ratio (SNR) in the EAV's channel is larger than the SINR of the legitimate channels and it is positive when the SINR of the EAV's channel is smaller than the SNR of the legitimate channels. Based on (14) , the probability of the existence of non-zero secrecy capacity (possibility to eavesdrop exists) is defined as follows
B. TRANSMIT POWER, INTERFERENCE AND SECRECY CONSTRAINTS
In this section, we study the power allocation policies of the SU on the basis of the CSI from wireless channels in the system model [47] - [49] . Firstly, the S-Tx and SR must control their transmit power so that their interference power impact to the PU is not greater than the interference threshold allowed by the PU. Accordingly, their transmit power must satisfy the interference constraint given by the PU [30] as follows:
• Constraint on the power of P-Tx→P-Rx link when the S-Tx transmits its signals,
where I th is the interference power threshold of the P-Rx, P S pk is the peak transmit power of the S-Tx, and ξ P is the outage probability constraint to not degrade the performance of the PU.
• Constraint on the power of the P-Tx→P-Rx link when the SR i * is selected to transmit its signals,
where P R pk is the peak transmit power of SR. On the other hand, based on the CSI of the EAV being available, S-Tx and SR i must adjust their transmit power so as to not reveal their confidential information to the EAV. Consequently, the transmit powers of S-Tx and SR i should satisfy two secrecy constraints as follows
where is the secrecy outage constraint given by the SU.
V. POWER ALLOCATION POLICIES
In this section, the power allocation policy for the secondary network is derived on the basis of the constraints on power and interference from the primary network and the constraints on secrecy due to the presences of an eavesdropper. Next, we analyze the secrecy performance of the CCRN based on these power allocation policies.
A. TRANSMISSION POWER ALLOCATION POLICIES
To obtain the power allocation policies for the secondary network, we need to analyze the outage probabilities given in (17) and (19) , and the secrecy outage probabilities given in (21) and (22).
1) THE TRANSMIT POWER OF S-Tx GIVEN THE INTERFERENCE THRESHOLD OF PU
From (17), we analyze O I 1 as follows
After some mathematical calculations, it can be concluded that the transmit power of S-Tx is subject to the following constraint 
After some mathematical calculations, it can be concluded that the transmit power of SR i should be bound as follows
3) THE TRANSMIT POWER OF THE S-Tx GIVEN THE SECRECY OUTAGE CONSTRAINT DUE TO EAV
Under the assumption that S-Tx has information of the EAV's CSI, it must control its transmit power according to the constraint given in (21), i.e.,
where γ e th = 2 2R B − 1. Using probability formula in (27), we obtain the maximal transmission power of S-Tx as follows 
where γ e th = 2 2R B − 1. Similarly, we calculate the probability formula in (29) as follows
5) POWER ALLOCATION POLICY FOR THE SU AND THE SR I
From the analysis in the previous sections, we obtain the transmit power allocation polices for S-Tx by combining the constraints (18), (24) , and (28) together as
whereas the power allocation policy for SR i is derived from (20) , (26) , and (30) according to
From (31) and (32), we can see that the system is subject to the secure outage constraint . If the secure outage constraint is not optimally selected, the secure performance will be degraded significantly. To guarantee that the value of the selected secure outage constraint will not degrade the system performance, we need to find the optimal value for on the basis of the available parameters as follows:
We can rewrite (31) as follows
where P S I = min P S pk , I th N 0
.
In other words, we have
From the transmit power equations given in (34) , it is expected that the secrecy performance of the system will improve when P S equals P S I . The secondary network depends only on the internal constraints of the system. And thus, the SU can control its transmit power close to the threshold given by the QoS constraint of the system without violating the secrecy constraint, i.e., the secure outage threshold ( ) should satisfy the condition as follows:
Similarly, the (32) can be rewritten as
where P R I = min P R pk , I th N 0
As a result, the secure outage constraint at the SR should satisfy the following condition
Combining (35) and (37), the secure outage threshold ( ) should satisfy the following condition
Clearly, the maximum value of the secure outage constraint can be calculated by the available parameters as follows:
B. SECURE COMMUNICATION PROBABILITY OF THE CCRN
To evaluate the secrecy performance of the consider system, we need to analyze the two performance metrics in (15) and (16) based on the obtained power allocation policies of S-Tx and SR. 
where δ = 2 2R B − 1, the end-to-end SINR of the γ E and γ E2E are defined, respectively, as
where γ M is obtained by the relaying selection strategy as
To derive this secrecy outage probability, we need to calculate the integral as follows
To calculate the formula in (44), we derive the cumulative distribution function (CDF) of γ E2E and the probability density function (PDF) of γ E . The CDF of γ E2E can be computed as follows:
where P 1 and P 2 are represented, respectively, as
Next, P 1 is easily obtained as
Further, P 2 is calculated as
Pr min
where Q 1 and Q 2 are given, respectively, by
Next, Q 1 is calculated as
where f β i (u) = 1 β exp − u β , and Q 1 can be derived as
Similarly, we obtain Q 2 as
Substituting (53) and (54) into (49), yields P 2 as follows
18448 VOLUME 8, 2020 Setting B 0 = P P β P S h 1 , substituting B 0 into (55), and using the binomial theorem, we have
Accordingly, substituting (48) and (56) into (45), F γ E2E (t) can be rewriten as follows
where Q 3 is obtained as (45), we need to compute the expression F 1 and F 2 in (57). For F 1 , substituting (56) into F 1 we have
The result of the integral expression F 11 is obtained as
where B n = P P β 0 n P R h 2 . Substituting (60) into (59), F 1 is expressed as Similar, substituting (58) into the integral expression F 2 in (57), we have
N 0 and F 21 is integral expression and can be calculated as
where E n = 1 P S h 0 + n P R h 2 P P β 0 , Substituting (63) into (62), F 2 can be obtained as
Accordingly, F γ E2E (t) can be obtained as
where F 1 and F 2 are given by in (61) and (64), respectively. Now, we can compute the CDF of γ E as
where T 1 , T 2 and T 3 are integrals and are calculated as follows
From (67), (68) and (69), the CDF of γ E in (66) is rewritten as
From (70), the PDF of γ E can be derived as
Consider O SEC in (44), we can see that
where F γ E2E (·) is given in (65). Setting t = δ + (δ + 1)x, and substituting (71) and (72) into (44), we can formulate the secrecy outage probability as follows
wherein f γ E (.) is rewritten as
where
From (73), the O 1 can be computed as
where I 1 (n), I 2 (n) and I 3 (n) are the following integral expressions, respectively
Similarly, O 2 can be expressed as
where the integrals J 1 (n), J 2 (n) and J 3 (n) are given, respectively, as follows:
In here, to calculate the integrals in O 1 and O 2 , we use the help of a lemma which has been proved in the our previous study [12, Lemma 1] . The lemma is presented as follows: Lemma 1: Assuming A, B, C, D, and δ are positive constants, we have
where K 21 , K 22 , K 23 , and K 24 are expressed, respectively, as follows:
in which D 1 = 1+Aδ A , D 2 = δ + C, and D 3 = Bδ+1 B . Functions csc(x), B [·, ·, ·], and 2 F 1 (·, ·; ·; ·) are the cosecant, the incomplete beta function, and the hypergeometric function, respectively.
Proof: The proof is detailed in the Appendix of [12] . Finally, the secrecy outage probability of CCRN is rewritten as
wherein
2) PROBABILITY OF NON-ZERO SECRECY CAPACITY
Recalling that a non-zero secrecy capacity exists when the capacity of the legitimate channel is larger than the one of the wiretap channel. From (16) , the probability of existence of non-zero secrecy capacity of the system can be evaluated by setting δ = 0 in (40) as follows
VI. NUMERICAL RESULTS
In this section, illustrative examples are presented to highlight the impact of the power allocation policies on the secrecy outage probability for the considered. In the numerical evaluation, system parameters are initially given as follows, unless otherwise stated.
• System bandwidth: B = 5 MHz;
• PU target rate: R p = 64 Kbps;
• Secrecy target rate of SU: R = 64 Kbps;
• Outage probability constraints of the PU: ξ P = 0.01; • Transmit SNR of the P-Tx: γ p = P p N 0 = 10 (dB);
• Peak transmit SNR of the S-Tx: γ s pk = P s pk N 0 = 20 (dB);
• Peak transmit SNR of the SR: γ r pk = P r pk N 0 = 20 (dB); • Number of relays: N = 5; • Channel mean gains: g 1 = 15, h 1 = h 2 = 10, h 0 = 5, g 0 = 5, α = α 0 = β = β 0 = 1, f = f 0 = 1; In our numerical results, the approximate curves match very well with the analytical curves and simulation results in all cases. Thus, we only plot all three curves (i.e. analytical, simulation, and approximate curves) once in Figure 2 . The other figures only contains the simulation and approximate curves.
We can observe from Figure 2 that the secrecy outage probability in all cases is reduced when the peak interference level I th of the PU increases. This is because the SU can transmit with high power level to improve QoS as PU tolerates more interference. However, the secrecy outage probability with = 0.1 is saturated as I th N 0 > −4, while the one with is given by formula (39) continues to be significantly reduced and then saturate. This can be explained when is fixed, the peak interference level of the PU can be increased further but the SU could still not increase its transmit power further because it is limited by the secrecy outage constraint. In contrast, when is optimized by the formula in (39) , the values of can be changed according to the instantaneous parameters of the system. Therefore, the secrecy outage probability, in this case, is better. However, the SU is subject to constraints on peak transmit power, and thus increasing the interference tolerate level does not change the secrecy performance. Figure 3 shows the secrecy outage probability by γ p . It is interesting to see that the secrecy outage probability with calculated using equation (39) is always smaller than or equal to the one with fixed . In addition, we see that the secrecy outage probability decreases to an optimal value and then it increases as the transmit SNR of PU increases further. It is because the SU can regulate their transmit powers following proposed power polices as the transmit SNR of the PU is small enough. However, if the transmit SNR of the PU is large the SU can not adjust its transmit power according to the corresponding change of the PU due to its peak transmit power constraint. As a result, the transmit SNR of the PU becomes a very strong limitation to SU which degrades the secrecy performance for the considered system. Clearly, the secrecy performance in the optimized case is better than the one in the fixed case.
In Figure 4 , we show the impact of the interference links on the secrecy outage probability. We see that when g0 increases from 5 to 10, the secrecy performance of the system is significantly improved in the low SNR regime of the PU. The reason is that increasing the channel mean gain of the P-Tx→EAV link makes the interference from the PU to the EAV increase, and the transmit power of the PU becomes a strong interference source for the EAV, i.e, the channel capacity of EAV will be reduced. In addition, it can be observed that the secrecy outage probability is degraded as the channel mean gains of interference links between the SU and the PU decrease, e.g, α 0 , α , β , β 0 from 1 to 0.5. This means that the SU and the PU cause less interference to each other as the channel mean gains between them are low. Thus, the secondary network can increase its transmit power and still not cause harmful interference to the PU. Accordingly, the capacity of the secondary network is enhanced. Also, as the transmit SNR of the PU increases to a high value (beyond 12 dB), the secrecy outage probability increases very fast, because the PU can generate very strong interference to the SU. From Figure 4 , we can determine how to make use of the interference of PUs in the network to prevent eavesdropping. On the other hand, Figure 5 shows the impact of channel mean gain of the S-Tx→EAV and SR→EAV wiretap links on the secrecy performance of the CCRN (e.g, f 0 = f = 1 and f 0 = f = 2). Clearly, the higher the channel mean gains of the wiretap links are, the higher value of the secrecy outage probability is. That means the secrecy performance of the CCRN is degraded. This is due to the fact the EAV can decode the messages of the secondary network more easier as the channel mean gains of the wiretap links are high. However, when the number of SR, N , increases from N = 5 to N = 10, the secrecy outage probability decreases significantly, i.e., the secrecy performance of the secondary network is improved. Similarly, in Figure 6 and Figure 7 , the secrecy outage probability has been plotted using different number of SRs. It is clear that the secrecy performance of the system is improved significantly as the number of SRs increases, i.e., N = 5; 10; 18; 20. This means that as the number of SRs increases, there are more relays support the S-Tx forward information, and thus the ability to select the best relay is more diverse and efficient. As result, the secrecy performance of the system is improved.
In Figure 8 , we plot the probability of the nonzero secrecy capacity with identical channel mean gains equals to 5. It can be seen that the probability of non-zero secrecy capacity is improve significantly as the transmit SNR of PU increases. This is because the transmit SNR of the PU will become an active jamming source to degrade the decoding capability of the eavesdropper. In other words, the interference of the PU is in this case a useful noise source to enhance the security of the secondary network.
VII. CONCLUSION
In this paper, we have studied cooperative relays for enhancing the secrecy performance of CCRN under interference and power level constraints from the primary network and secrecy constraints to prevent eavesdropping. Given the considered constraints, we derived the maximal secrecy capacity and optimized power allocation policies for the considered system model. Moreover, we have obtained approximate expressions for the secrecy outage probability and the probability of non-zero secrecy capacity over Rayleigh fading channels. Our analysis shows that the P-Tx→EAV, the S-Tx→EAV and the SR→EAV as well as the transmit SNR of the PU all have a strong impact on the security performance of the considered CCRN. Most importantly, our numerical results show that the secrecy performance of the system is clearly improved when the parameters obtained using the CSI of the wiretap channel are calculated optimally. Thence, the system can adjust the power allocation so that no eavesdropping occurs even without reducing QoS performance. In the future, we will investigate the impact of imperfect channel state information on the power allocation policy and secrecy performance.
